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What is Fraud?
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Fraud is any activity that relies on deception in order to 
achieve a gain. There is a very thin line of difference 
between fraud and error. Fraud includes the element of 
‘intent’ while an error implies a mistake. Since, the person 
perpetrating a fraud conceals his trail, detection of fraud is 
difficult.

The explanation as per Companies Act, 2013, specifies 
“fraud” in relation to affairs of a company or any body 
corporate, includes any act, omission, concealment of any 
fact or abuse of position committed by any person or any 
other person with the connivance in any manner, with intent 
to deceive, to gain undue advantage from, or to injure the 
interests of, the company or its shareholders or its creditors 
or any other person, whether or not there is any wrongful 
gain or wrongful loss;
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Fraud Triangle- Donald R Cressey
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Fraud Triangle

Mr. Shyam, an accountant, had complete 
access and authority over the company’s 
credit cards and bank accounts. His long
years of service to the organization made him 
a trusted employee.
S hya m h a d re c e n tly m a d e  few b a d 
investments and was struggling to make ends 
meet with his current income. These tough 
times led him to believe that his time and 
services to the company were not being
adequately compensated.
Hence, he strategically decided to cover his 

losses through the company’s money and 
manipulate data accordingly to cover his trail. 
The blind trust and unrestricted access made 
this embezzlement easier for Shyam.
• Pressure- Bad investments.
•  Opportunity- Blind trust and complete  
 access.
• Rationalization- Not enough
 compensation for his years of service.

is a framework used to explain the motivation behind an individual's decision to commit fraud 
defined by Donald R Cressey. It consists of three components:

1 Pressure: Incentive, alternatively called pressure, refers to an employee’s mindset towards 
committing fraud
2 Opportunity: Opportunity refers to circumstances that allow fraud to occur. In the fraud 
triangle, it is the only component that a company exercises complete control over.
3 Rationalization: Rationalization refers to an individual’s justification for committing fraud.

Fraud Triangle is illustrated with an example
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ACFE Fraud Tree
Corruption
• A scheme in which an employee misuses his or her  
 influence in a business transaction in a way that  
 violates his or her duty to the employer in order to  
 gain a direct or indirect benefit.
• 50% of the cases with a median loss of $150000  
 constitutes corruption

Asset Misappropriation
• A scheme in which an employee steals or misuses  
 the employing organization’s resources.
• It is the most commonly but least costly
• 86% of the cases with a median loss of $100000  
 constitutes Asset misappropriation

Financial Statement Fraud
• A scheme in which an employee intentionally  
 causes a misstatement or omission of material  
 information in the organization’s financial reports.
• They are the least common but most costly
• 9% of the cases with a median loss of $ 593000  
 lacs constitutes financial statement frauds

Fraud Tree

Source: ACFE Fraud to the Nation Report 2022

“There is no

right way to

do the

wrong thing"

-Christopher Kent Gilbert
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Fraud Scale
The fraud scale turns the elements of the fraud 
triangle into a balancing scale. However, unlike 
fraud triangle, fraud scale includes integrity 
instead of rationalization. Integrity can be easily 
observed in the person’s decision making, in the 
form of their commitment to ethical behavior. A 
person with integrity does the right thing, even 
behind closed doors. In the above example, if 
Shyam had high integrity, his conscience 
wouldn’t have allowed him to use company’s 
funds for his own personal gains. The high pres-
sure, presented with an opportunity and low 
integrity weighed more on him which forced him 
to commit the fraud.

Theory by Steve Albrecht

and his colleagues

Factors leading

to high fraud risk

Low personal integrity

High Pressure

Great Opportunity

High personal integrity

Low Pressure

Low Opportunity

Factors leading

to low fraud risk



Today's Fraud-Vitta

VISHING
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Vishing also known as voice phishing is 
a cybercrime that uses the phone to 
steal personal confidential information 
from victims, cyber criminals use savvy 
social engineering tactics to convince 
victims that they are doing the right 
things and they end up giving up their 
private information and access to bank 
accounts, Often the caller will pretend to 
be calling from the government, tax 
department, police, or the victim’s bank. 

A recent and popular example of this 
type of fraud is Jamtara- a small town in 
India . The modus operandi here is both
interesting and awakening. The most 
common tactic used is impersonation. 
They make phone calls posing as bank 
managers, asking their targets to share 
bank account and card details on the 
pretext that their ATM card has been 
blocked and if not renewed, it will remain
inactive.

Beware ! Beware !! Beware !!! Beware !!! Beware!!!!!

Be very suspicious of any caller who asks you to share login information 
over the phone. If a caller asks you to provide account data or personally 
identifiable information, refuse to do so and report to the concerned 
authority Bank will never call you requesting you to change user ID, 
passwords, or network settings. Any caller who makes this type of request 
is probably a scammer. Refuse the request

Learnings from Fraud-vitta

Finally, the money is 

received in the E wallet of 

offender, after that they 

remove the SIM card used 

on this phone

when target person 

provides information to 

Offender(ATM No, CVV, 

Expiry Date)

Offender use this detail to 

transfer the money, after 

that they ask for the OTP 

for the verification.

The Money from the E wallet is 

sent to account through IMPS, 

generally this account are fake 

and opened slely for the fraud 

or if the account is genuine 

then the account holder has no 

info about this transaction.

The first step is

shortlisting the phone 

numbers of people from 

different parts of India

False message send 

randomly on many mobile 

number and then they call 

the person

If person picks the phone 

then offender say that "I 

am from your bank your 

ATM ard is blocked"
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